
Digital Security
J215: Introduction to Multimedia



WHY DOES THIS MATTER?

















The Intercept had contacted the NSA on May 30 and sent copies of the 
documents in order to confirm their veracity. 

The NSA notified the FBI of the situation and an official report from the FBI 
noted the documents "appeared to be folded and/or creased, suggesting they 
had been printed and hand-carried out of a secured space." Next, the NSA did 
an internal audit, confirming that Winner was one of six workers who had 
accessed the particular documents on its classified system, but only Winner's 
computer had been in contact with The Intercept using a personal email 
account.







Even if you are not working on a 
sensitive story, you are a target if 
your colleagues are working on a 
sensitive story.



WHAT CAN YOU DO?
Yes, you CAN do something!



Passwords



P4$$WO$RD# SimplePassPhraseVS

Which do you think is stronger?



Password length is better than complexity



Why?

my_password	=	"0xF93A011443B3E2C31"

Most websites you visit store your password in 
an encrypted format called a hash.

So, whenever you type your password into the system, 
it compares the hash of what you just typed, to the 
hashes stored in their database.



Password Dictionaries

Top 15 most common passwords in use.







How long does it take to crack an encrypted PDF?



These sites have been hacked before

https://haveibeenpwned.com/



Solution? 

Use a unique password for every 
service you use.



Password Managers

1password





Access to one, means access to all



How it happened
• Hackers went to his personal website, and found his gmail address.  

• Then they did account recovery, and it shows alternate email obscured as m••••n@me.com (they didn’t actually 
attempt recovery). 

• me.com is run by Apple. They just needed billing address. They looked to see how he bought his web domain, and got 
his home address. 

• They called Amazon and told them they were the account holder, and wanted to add a credit card number to the 
account. All you need is the name on the account, an associated e-mail address, and the billing address. Amazon 
then allows you to input a new credit card.  

• Then they hung up. Next they called back, and told Amazon they lost access to the account. Upon providing a name, 
billing address, and the new credit card number they gave the company on the prior call, Amazon allowed them to 
add a new e-mail address to the account. 

• Once in Amazon, they could see all the credit cards on file for the account – not the complete numbers, just the last 
four digits. But, Apple only needs those last four digits to reset an email.



Other solution: 2-Factor Authentication



Phishing



Sent: Tue 4/23/2013 12:12 PM
From: [An AP staffer]
Subject: News

Hey, 

Did you see this?

http://www.washingtlonpost.com/blogs/worldviews/wp/2013/04/23

[From a different AP staffer]
Associated Press
San Diego
mobile



Sent: Tue 4/23/2013 12:12 PM
From: [An AP staffer]
Subject: News

Hey, 

Did you see this?

http://www.washingtlonpost.com/blogs/worldviews/wp/2013/04/23

[From a different AP staffer]
Associated Press
San Diego
mobile www.washingtlonpost.com



Campus examples of Phishing: 
https://security.berkeley.edu/resources/phishing

https://security.berkeley.edu/resources/phishing


[subdomain].[subdomain].[DOMAIN].[TLD]

[anything].[anything].[DOMAIN].[TLD]

bcourses.berkeley.cnea.gq

bcourses.berkeley.edu

Example: https://multimedia.journalism.berkeley.edu

This is the website you’re on.

Fake website

Real website



Make sure the website is https



Spearphishing

The spear phisher thrives on familiarity. 
They know your name, your email 
address, and at least a little about you.



But all is not lost, if you’re alert



Preventing Spearphishing
• The most common attack against journalists specifically, relies on getting the 

user to visit a site under false premises. 

• Typically, it directs users to a fake login page to trick them into entering 
passwords.  

• SOMETIMES, all you have to do is just visit a malicious page. (Generally, this 
relies on using a special hack that exploits a weakness in the browser or 
operating system, and is usually avoidable by keeping your computer updated.) 

• Read the URL before clicking a link from a message. ALWAYS read the URL 
before entering a password. 



Advanced Threats



Tools are not magic

Know when to use them, and what they’re good for, and what limitations they have.



Threat Modeling
• Define what you’re trying to protect.  

What are you trying to prevent happening? Getting 
hacked? Identifying a source? Protecting your 
privacy? 

• Identify your adversaries.  
Who are your adversaries? What are their 
capabilities? Is it a stalker? An ex-boyfriend? The 
fbi or nsa? A foreign government? 

• Mitigate your threats. 
Take steps to compartment your information to 
lessen the damage in worst case scenario. 

• Validate your decisions. 
Study real-world examples, and learn from 
experience.

Define

Identify

Mitigate

Validate THREAT 
MODELING



Scenario: You meet a friend who works at a bank

• You’re at a coffee shop during lunch and your friend says, "There is some 
serious unethical stuff going on at our bank. It’s really sleazy. They are 
preying on elderly communities, signing them up with super high-interest 
loans. The bank persuades them, when really it isn’t in their best interest. 
It’s not illegal per se. But it’s bad enough to make anyone’s stomach turn." 

• The friend has a load of documents on her work computer proving these 
practices, including a video footage of seminars given in elderly 
communities.  

• She wants to help you (a journalist) to get the word out.  
Threat model this scenario.



Threat Model: Bank Scenario

• Define: What are the potential threats both you and the source could face 
in this situation? 

• Identify: Who are the adversaries? What are their capabilities? 

• Mitigate: What steps could you take to protect your source, the information, 
and yourself in this scenario? 

• Validate: Look at similar past situations. Maybe talk to IT people about the 
technical capabilities of a bank.



Would Email Encryption Work? Why or why not?

-----BEGIN PGP MESSAGE-----

hQEMA3DdQN0NsOyFAQf9HdJJNbQc4GFwnMf9OzGUrTetNZ8sJCo3EEKhDBE7dSTZ
OO2UO8UMz6KKRVdWuGY/6dkoIxsadiPJ4Ub5fkO5MHSDY+xaOrqqBFehvh0wfCTM
hqn0mWyiF8P3Mm6IZeoM7c9bCTFzzWvxIqR9H4gJM4YbW4WFrIawKxFlFc+jjwLf
jvdL96e5u4kN9CxztBRkRGe81Ns0l+GK0gvP+XMOb3j/MiA3fJMCjsr/a84MoF1R
a8FxDkOpyWsQZ9asK+PmnyCTsECj5iHO5A6kL3/ULfg3V627r8LwSPdeaV41bhn6
5c/vz/ppXZozZkkiDS+xTq5GYUBPjGwrKqUu47mwwNJgAe77C5upAzX4/8bHmrlI
uaUCq3EUM4K95oithFkUWg0Al6J5lx5FWuHPvgg566Kj41kfLDOyUoqhszSMmeST
FiN6v7jnxWU+i9Jtp908uQFC0Ae8tBCxlS9uwYMIui5p
=thuz
-----END PGP MESSAGE-----

Hey there, how are you doing?



Scenario: Egyptian Activists
• You’re a photographer in Egypt covering demonstrations against police 

brutality. You have photographs of many of the protestors and activists that 
are resisting the government and police force. You capture photographs of 
individuals, their faces, and in some cases, in their homes, while 
photographing. You probably won’t publish these, but you have them all on 
your camera’s memory card.  

• After several days, you’ve completed your assignment and it’s time to head 
back home. You know that you’ll have to get though customs at the airport, 
and risk facing a security screening.  

• Threat model this situation.



Threat Model: Egypt Scenario

• Define: What are the potential threats both you and your sources face in 
this situation? 

• Identify: Who are the adversaries? What are their capabilities? 

• Mitigate: What steps could you take to protect your sources, the 
information, and yourself in this scenario? 

• Validate: Look at similar past situations. What do security screenings 
generally require?



Compartmentalize



Separate and wall off areas of your life/work

• Always consider what might happen if you fail. How do you mitigate the damage? 

• Some journalists use burner phones for different sources. Or different laptops for 
their work (or specific stories).  

• Create separate social media accounts for different purposes.  

• Create separate email accounts for different situations/stories. 

• Using different credit cards for different types of purchases. Using different web 
browsers for different searches.  

• What else?



Embrace non-digital tradecraft
• Old school meeting in-person is actually 

some of the best tradecraft techniques. 
Depending on your threat model, leave 
your cell phone at home. (What other 
risks exist with this?) 

• U.S. Postal Mail works remarkably well. 
(Trump’s tax returns sent to the 
NYTimes.) 

• Other tradecraft techniques (change on 
laptop in hotel safe). 



Tools



Encrypted communication: Signal
• Signal app is end-to-end encrypted. The 

signal company doesn’t have access to the 
messages at any point in time, nor the keys to 
unlock the messages. They keys exist on each 
person’s phone who is receiving the message. 

• Non-profit, donation funded. Open source, 
and code audited by security researchers. 

• Used by journalists, politicians, activists, etc. 
Currently endorsed by ACLU.  

• WhatsApp also uses the same Signal 
protocol, but isn’t audited and is owned by 
Facebook.



Turn on disappearing 
messages

Set how long it takes 
for messages to 
disappear.





Virtual Private Network (VPN)
• Privacy: Used when you don’t want the 

websites you visit to know who is visiting 
them. 

• Security: It’s also used in untrusted Wifi 
situations, like airports or cafes, to ensure no 
one is tapping your connection, since it’s 
encrypted. 

• Circumvent location restrictions: Lastly, it’s 
used to appear as if you’re using the internet 
from a different location. Sometimes this is to 
get around firewalls, or location restrictions 
(e.g. Visiting China, or to watch YouTube 
videos restricted to another country).



What Websites Know About You
https://browserleaks.com/ip



What websites know about you:
• Your IP address, and thus the general location from which you connect to the internet. 

e.g. UC Berkeley. Or, they know who you pay for internet (i.e. Comcast or AT&T.)  

• The website you just came from, if you clicked a link.  

• The type of browser you’re using, the size of your screen. The motion of your 
trackpad/mouse, the orientation of your phone, sometimes the name of your 
computer. 

• Cookies and other tracking data, can also reveal your entire search history. Basically, 
they have advertisements which fingerprint you. And when you visit other sites, they 
can see you’re the same computer that went to several websites. 

• http://bit.ly/propublica-fingerprint-article

http://bit.ly/propublica-fingerprint-article


See what Google Knows…

• See how Google categories your advertising preferences: 
https://www.google.com/settings/ads/ 

• See how Google tracks your location history: 
https://maps.google.com/locationhistory 

• See how Google keeps track of your web search history: 
https://www.google.com/history/ 

• See what apps have access to your account: 
https://security.google.com/settings/security/permissions



Tor Browser
• Anonymous. Tor is a special anonymized network 

of computers worldwide. When you connect to this 
network, you’re completely anonymous when you 
visit websites. They know nothing about you. 

• The Dark web. There are certain websites that 
have the TLD .onion, that are only accessible via 
Tor. Sometimes called the dark web, these 
websites cannot only track visitors, the web 
servers themselves are a mystery.  

• Used by activists, privacy advocates, illegal uses? 
Tor is famous for facilitating illegal dealings, such 
as the famed Silk Road drug market. It’s also been 
widely associated with Torrents (illegal 
downloading of pirated movies and music) and 
certain types of illicit pornography. 



Case Study
• Your ISP (internet service provider) can see if you 

connect to the Tor network. They don’t know what 
sites you visit, but they do know you’re on the Tor 
network. 

• Harvard student tried to get out of final exams by 
emailing a bomb threat to the school. They canceled 
class, and postponed the test. 

• The email was sent anonymously, but the FBI could 
see that it was sent from an anonymous services via 
Tor. They checked the logs, and they saw that only 
one person on all of Harvard campus was connected 
to the Tor network at the time the email was sent. 
They caught student Eldo Kim. He served 4 month in 
home confinement, had to pay thousands in 
restitution, and issue an public apology.



Secure Drop

• Uses the Tor network to share news tips 
with news publications. They will give you 
instructions to download the Tor Browser. 

• The tips are completely anonymous, and 
even state actors like NSA or FBI wouldn’t 
be able to tell where those messages came 
from.  

• Most news organization corroborate 
information before running any stories. So 
you’re unlikely to fool them with fake 
information.



PGP/GPG Pretty Good Privacy
• Text/File Encryption program that is often 

used to send encrypted messages. You can 
also encrypt files. 

• Both parties must have GPG installed, and 
have previously setup and shared "keys" for 
sending messages.  

• You can actually post a public version of your 
PGP key online, so anyone can send you 
encrypted messages that only you can unlock. 

• Requires some technical knowledge. While 
considered impenetrable, it has lots of issues. 
The key is a single point of failure. 



keybase.io

• A website where people post their PGP keys. 
You can find lots of journalists, activists, 
politicians, and others there. 

• You can encrypt messages and email the 
cypher to them. 

• You can verify the key belongs to the right 
person through various verification 
methods.

http://keybase.io


Key Exchange Party



Crypto Key Exchange Party



VeraCrypt
• Allows you to create an encrypted external hard 

drive or thumb drive.  

• Allows for hidden volumes (you stick in a 
thumb drive and see nothing, and it appears 
like it’s empty. Only if you have VeryCrypt 
installed and know the password before hand, 
can you see if data is really there.) 

• Plausible deniability. You can create two drives 
with separate passwords. So you give your 
adversary the decoy password, and they see 
files you planted intentionally. 

• Works best on PC. Mac technically work with 
additional software installed.



Mac DiskUtility

• Allows you to create encrypted folders on 
your Mac. But without the hidden volume or 
plausible deniability of VeraCrypt.  

• Open DiskUtility software on your Mac (you 
can search for it.) It’s in the Utilities folder in 
Applications. 

• The folders can be transferred to external 
drives, but won’t work on PCs or other 
computers. It’s Mac only system.



Disk Utility

1. Open DiskUtility 
2. Click File —> New Image (Blank Image) 
3. Set your Encryption 
4. Set a size for the folder (called Volume). 

You can resize it later if needed.
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